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Project goals

e Build a python based compliance test suite to verify SciTokens
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Project goals

e Build a python based compliance test suite to verify SciTokens

The provided algorithm in

IpythonB verify token.py --token 'eyJhbG... Verify tOken py Eie Solen g mof fhe ong

supported by SciToken
library (RS256, ES256).

—

Figure: Workflow of python based test suite to verify SciTokens
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Project outcomes

e Build a python based compliance test suite to verify SciTokens
e Reported/fixed two bugs

Pullrequests Issues Codespaces Marketplace Explore

(=] scitokens/scitokens Public <% EditPins ~ ®Watch 8 ~ % Fork 15 - Yy Star 8 -

<> Code () lIssues 20 1% Pullrequests 1 ® Actions [ Projects @ Security |~ Insights

Filters v  Q is:pris:closed © Labels 10 P Milestones 1 New pull request

a Clear current search query, filters, and sorts
19 10pen v 120 Closed Author ~ Label ~ Projects v Milestones ~ Reviews v Assignee v Sort
¥ Add a CL tool to verify SciTokens v @m Qa

#174 by bigar was merged 6 days ago - Approved

¥ Fixissue in creating the cache file location v (I (k]
#172 by bigar was merged 6 days ago + Approved

e Fix missing issuer problem in deserialize function v/ @ QDa
#171 by biqar was merged 20 days ago « Approved




Project outcomes: verify_token.py

e Can find it at: scitokens/src/scitokens/tools

Q Search or jump to...
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COLLEGE OF COMPUTING AND INFORMATICS

1
2
3
4
5
6
7
8
9

10
11
12
13
14

<> Code

¥ master ~

© lIssues

scitokens / src [ scitokens / tools / verify_token.py /<> Jump to ~

61 lines (51 sloc)

20

A 2 contributors 0 o

B scitokens / scitokens Public

2.08 KB

19 Pull requests

1 ® Actions [ Projects

0 bigar Update src/scitokens/tools/verify_token.py ..

Verify a SciToken from command-line inputs.

import argparse

import scitokens

from
from
from
from
from
from
from

scitokens.
scitokens.
scitokens.
scitokens.
scitokens.
scitokens.
scitokens.

utils.
utils.
utils.
utils.
utils.
utils.
utils.

errors
errors
errors
errors
errors
errors
errors

import
import
import
import
import
import
import

InvalidTokenFormat
MissingIssuerException
MissingKeyException
NonHTTPSIssuer
SciTokensException
UnableToCreateCache
UnsupportedKeyException

- % Fork 15 - Yy Star 8 -

Go to file

Latest commit 6aeb88c 6 days ago @ History

Raw  Blame /s -~ B 0
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Project outcomes: verify_token.py

e Can provide user friendly message for the following type of

exceptions:
MissingKeyException
UnsupportedKeyException
MissinglssuerException
NonHTTPSIssuer
InvalidTokenFormat
UnableToCreateCache
SciTokensException

O O O O O O O
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Project outcomes: verify_token.py

e Incase of avalid input token, the program will print the
climes.

ragib-pro:tools aislamé$ python3 verify_token.py "eyJOeXAi0iJKV1QiLCJhbGci0iJSUzIANiIsImtpZCI6ImtleSlyczIINiJ9.eyJ2ZXIi0iJzY210b2t1bjoyLjAiLCIhdWQi0iJodHRw
czovL2R1bW8uc2NpdGorZW5zLm9yZyIsImlzcyI6ImhO@dHBz0i8vZGVtby52Y210b2t1bnMub3InIiwiZXhwIjoxNjcwODY4MDI3LCIpYXQi0jE2NZzA4NjcOMjcsImb5iZiI6MTY3MDg2NzQyNywianRpIjo
i0DUzZDc4MmMtNDMOYy0OY2IzLWFhYmMtN2JiYjUONDIyZjh1InO.PNQISMOcOVAITC1Bre_s1LX3fhAxScg-LVuhBQQubs89dBMGeEIQbKNy0IYzy_ME6AMP7n78PRLzgruN1Ws8NgLjRgxJTyB8Cjimé67L
uTsFORQbgfpQif9DU5See91seTphIF1uXH8PVNLI31fEeYtGVMOHVtUMHS69FWPtW_cm2AYGATVss3EWGYYKbiF8RttwQ8bQLlupHCqBQnFrLQRg3XwhZDDMkz1qaJ7kmVNNiDoKJI96w41luozv7KBgGfgulM
8AIGNWva_l161NpUWavMe_ftHslv_9nhGwGcfZNKYV61Lu0GXabwVK24mmURC8gVuWMzlmM77w2y-s1vKSgbUcw" -v

Claims:

('ver', 'scitoken:2.0')

('aud',

(Ciss s S

('exp', 1670868027)

('iat', 1670867427)

('nbf', 1670867427)

('jti', '853d782c-434c-4cb3-aabc-7bbb54422f8e")

raqib-pro:tools aislamé$
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Project outcomes: verify_token.py

e Incaseof aninvalid input token, the program will print the
user friendly message.

raqib-pro:tools aislamé$

raqib-pro:tools aislamé$ python3 verify_token.py 'eyJhbGci0iJSUzIINiIsInR5cCI6IkpXVCJQ.eyJhdWQi0iJibGFoLnR4dCIsImlzcyI6ImhO@dHALLY9kZWivLnNjaXRva2Vucy5vemei
LCI1eHAIOFE2NjY3MzAYNTESImLhdCI6MTY2NjcyOTAIMSwibmImIjoxNjY2NzI5MDUXLCIqdGki0iIzYTFmOGM2NCO2NjM2LTQ3N2ELYjBhNCIhNDImZWE2YjQ4MWMifQ.KmO8tUHNL5Z7KU9It7Towd1U
X8gmIcufsljQwR20SztK-UeXinrUA3FGBHpgAKb2YGPTHYGiyVD84rrHITZZaKHnUdA231BMCietJ9fS3PgFTIf1K-yC1qyCmGDQONIPSOS6UZOMUS7WwéaUw2NGKoF3Se7zj18f6ielLcusjy8osve-CanZ

dssZif3m2xZdYaLROIgW41uP5tU_-CPQzFFj2k4tPVUNIJFEOR-TIe2KuLQ1UXZo0GX8IPBFf1bICtwRvU9tJéalrcr4or3brGvR2NYgRSDFZmCVH__9Wiz93MVeGdj4KiMGd_kajvB@eUCQDMiH3RkeYFko2
slFcllxg'
Issuer is not over HTTPS. RFC requires it to be over HTTPS.

raqib-pro:tools aislamé$
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Project outcomes: Bug Fixes

BugFix-1: The deserialize() function in SciToken class should
raise the “MissinglssuerException” in case issuer is not
provided.

# Get the public key from the 1ssuer

keycache = KeyCache.KeyCache().getinstance()

if public_key == None:
if 'iss' not in unverified_payload:
raise MissingIssuerException('Issuer not provided')

issuer_public_key = keycache.getkeyinfo(unverified_payload['iss']
key_id=unverified_headers['kid'] if 'kid' in unverified_headers else None
insecure=insecure)
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Project outcomes: Bug Fixes

e BugFix-2: Cache file directory creation requires to be done
under try-catch block.
o Otherwise important SciToken related exception (e.g.,
“UnableToCreateCache”) was not raised.

T 7 mmm src/scitokens/utils/keycache.py éﬂ

raise UnableToCreateCache("Unable to create cache: {}".format(str(ose)))

keycache_dir = os.path.join(cache_dir, "scitokens"
if not os.path.exists(keycache_dir):
os.makedirs (keycache_dir)

if not os.path.exists(keycache_dir):
os.makedirs(keycache_dir)
except OSError as ose:
raise UnableToCreateCache("Unable to create cache: {}".format(str(ose)))

keycache_file = os.path.join(keycache_dir, CACHE_FILENAME)
if not os.path.exists(keycache_file):
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Project outcomes: Bug Fixes

e Finally, added unit tests for these bug fixes.
o Created and merged two pull requests in the GitHub repo.

Pullrequests Issues Codespaces Marketplace Explore

(=] scitokens/scitokens Public <% EditPins ~ ®Watch 8 ~ % Fork 15 - Yy Star 8 -

<> Code () lIssues 20 1% Pullrequests 1 ® Actions [ Projects @ Security |~ Insights
Filters v  Q is:pris:closed © Labels 10 P Milestones 1 New pull request
a Clear current search query, filters, and sorts
11 10pen v 120 Closed Author v Label v Projects v Milestones ~ Reviews v Assignee v Sort v

= Add a CL tool to verify SciTokens v D Qa
#174 by bigar was merged 6 days ago - Approved

= Fixissue in creating the cache file location v (I s
#172 by bigar was merged 6 days ago + Approved

e Fix missing issuer problem in deserialize function v/ @ Da

#171 by bigar was merged 20 days ago - Approved
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Learning opportunities and future direction

e Learned about JSON Web Token (JWT) technologies.

e Learned unit-testing in Python.

e Learned aboutthe importance of testing/checking
automation in GitHub.

e Future direction: Can develop a web page to allow the users to
use the current verification tool over the internet.
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Learning opportunities and future direction

Thanks to my mentor
Dr. Derek Weitzel
for his kind support!
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Thank You

Question?



